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Talking Points
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1) What is (intentional) Model Misuse ?

2) What can be done to prevent misuse?

3) Proposed solutions  

4) Outlook
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Model Misuse

3

Deepfakes erode trust in digital media 

Possible Attacks: Impersonation, disinformation, 
non-consensual media of individuals (e.g., NSFW content) 



Disinformation
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May 23rd, Euronews [2]

June 9th, Business Insider [3]

May 23rd, Aljazeera [4]



Disinformation
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June 5th, Deutsche Welle [12]

June 5th, Motherboard [13]



Draft Legislation
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2021, EU Legislation Draft [14]



Controlling Misuse
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OpenAI, Terms of Use [5]

Google, Generative AI Use Policy [6]



Controlling Misuse

6

1. No release of the model   

GigaGAN, Kang et al, 2023 [8]Imagen, Saharia et al, 2022 [7]



Controlling Misuse
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1. No release of the model   

2. Staged release   

OpenAI, 2019 [9]



Controlling Misuse
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1. No release of the model   

2. Staged release   

3. Query Monitoring

OpenAI, Content Moderation

OpenAI, Data Usage Policy



Controlling Misuse
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1. No release of the model   

2. Staged release   

3. Query Monitoring

4. Deepfake Detectors

Nvidia, Deepfake Detector [10]

But: vulnerable to adaptive attacks against the detector [11]



Controlling Misuse
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1. No release of the model   

2. Staged release   

3. Query Monitoring

4. Deepfake Detectors

5. Watermarking 

Embed an identifying code into the model that is later
extractable using a secret key  



About my Research
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ICLR’21, Fingerprinting S&P’22, Watermarking USENIX’23, Watermarking
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Watermarking 101

12

Generate Key Embed Extract

Find a strategy
to hide messages

in a medium
Project message 

to medium
Project medium

to message

Generated by StyleGAN3 [1]

Position 
encodes 

bit

Generated by StyleGAN3 [1]

Key 0:
Message

0,1,0

Key 1:
Message

1,1,1

Generated by StyleGAN3 [1]

Extract 
0,1,0

Watermark Verification
(Choose Decision Threshold)



One output  
is sufficient to 

predict the message

Watermarking Generators
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Generate Key Embed Extract

Find a strategy
to hide messages

in a medium
Project message 

to medium
Project medium

to message

Embed



Watermark Extraction

White-box: 

Black-box

No-box

Parameters Intermediate Activations Input Output

Input Output

Output

X X

XX X

No change
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Watermark Extraction

White-box: 

Black-box

No-box

Parameters Intermediate Activations Input Output

Input Output

Output

X X

XX X

No change Secret
Query Shift
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Watermarking Goals

White-box: 

Black-box

No-box

Parameters Intermediate Activations Input Output

Input Output

Output

X X

XX X

Effectiveness: Allows encoding long messages at low quality loss

Robustness: Corrupting message requires deteriorating the image quality

Undetectability: Detecting the presence of a watermark is difficult
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Robustness (1/3) - Watermarking 

Generator 0
Train 

Train + Embed 
Generator 1

Training Dataset 

…
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Robustness (2/3) - Attack

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

Evasion 
Attack

Dishonest User

…

(Limited) User’s Dataset
Generated Image
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Robustness (3/3) - Verification

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

Evasion 
Attack… …

Attacker’s Dataset

Attack by a dishonest user

K fair coin flips
0, 1, 0, 0, .. 1 = Show images by 

  dishonest user from

0 = Show images without 
watermark from Generator 0

Generator 1

Attacker’s Success: 

(i) high evasion rate 
(ii) high image quality (FID)
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Robustness (3/3) - Verification

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

Evasion 
Attack… …

Attacker’s Dataset

Attack by a dishonest user
K fair coin flips

0, 1, 0, 0, ..
1 = Show images by 
  dishonest user from

0 = Show images without 
watermark from Generator 0

Generator 1

Attacker’s Success: 

(i) high evasion rate 
(ii) high image quality (FID)

Watermark Verification

Can a dishonest user consistently generate high-quality, non-watermarked content?
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Robustness (3/3) - Verification

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

Evasion 
Attack… …

Attacker’s Dataset

Attack by a dishonest user
K fair coin flips

0, 1, 0, 0, ..
1 = Show images by 
  dishonest user from

0 = Show images without 
watermark from Generator 0

Generator 1

Attacker’s Success: 

(i) high evasion rate 
(ii) high image quality (FID)

Watermark Verification

Trivial Cases
(1) Dishonest user has access to K real images
(2) Dishonest user has access to another high-quality, non-watermarked generator
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Detectability

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

Generator 0

Generator 1

R times .. 

R times .. 

Detector

Attacker’s Success:

Prediction accuracy
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Detectability

Generator 0
Train 

Train + Embed …
Generator 1

Training Dataset 

Train watermarked generator

R times .. 

R times .. 
Detector

Attacker’s Success:

Prediction accuracy

Train detector

How many samples does a dishonest user need to identify the watermarked distribution?
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Related Work

ICLR’22, Yu et al. ICCV’21, Yu et al. USENIX’23, Lukas et al. Preprint, Wen et al.
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Related Work

ICCV’21, Yu et al. - Key generation is model-independent
- Scalability: requires re-training from scratch

- Poor effectiveness
- No adaptive attacker23



Related Work

ICLR’22, Yu et al. + Key generation is model-dependent
- Scalability: Key generation requires re-training and is unstable 

- Poor effectiveness
- No adaptive attacker24



Related Work

USENIX’23, Lukas et al. 

We will show this later …
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Related Work

Preprint, Wen et al.

- Key generation is model-independent
+ Scalable, no re-training required

- Requires control over the generator
- No adaptive attacker26



Pivotal Tuning Watermarking

🏆 Goals

 Scalability: Embed into pre-trained generators

Robustness against black-box and white-box attacks

Undetectability against black-box attacker

Effectiveness: Long messages at low quality degradation

27



Generative Adversarial Network

Generator

Our work evaluates watermarking for Generate Adversarial Networks (GANs)

Latent code z
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StyleGAN

StyleGAN

Our work evaluates watermarking for Generate Adversarial Networks (GANs)

Latent code z Styles w

many styles to 
control the output
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Mapper

Pivotal Tuning Watermarking (1/2) - KeyGen

GeneratorLatent code z

1) Key Generation

Message m

Decoder

LPIPS

Extraction
Loss

Image Quality 
LossGenerator
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Insights into the Mapper
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Pivotal Tuning Watermarking (1/2) - KeyGen

KeyGen is scalable: No real training data required & 2-4 hours on A100 GPU

Mapper modulates inputs, weights and biases 

Mapper discovers similar output distributions that are close in parameter-space

31



Pivotal Tuning Watermarking (2/2) - Embedding

GeneratorLatent code z

2) Pivotal Tuning

Decoder

LPIPS

Extraction
Loss

Quality 
LossGenerator
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Pivotal Tuning Watermarking (2/2) - Embedding

Embedding is scalable: <1h on A100 GPU (~1000 times faster than training from scratch)

Minimize distance between old and new network in the LPIPS space

Maximize distance in the watermarking message space 

Output of PTW is a generator with watermarked parameters

32



Effectiveness
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Effectiveness
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Capacity/Utility Trade-Off
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Capacity/Utility Trade-Off
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Capacity/Utility Trade-Off
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Detectability
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Robustness

Cropping, Blurring, Quantization, Noising, JPEG Compression 
+ Super-Resolution Models

Black-box

White-box Reverse Pivotal Tuning, Overwriting
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Robustness (1/3) - Super-Resolution

Black-box

Generated Image downscaling Super-Resolution
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Robustness (2/3) - Overwriting

White-box

1) Use our approach to train a surrogate decoder

2) Sample random message and overwrite parameters using PTW
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Robustness (3/3) - Reverse Pivotal Tuning

White-box

1) Invert real images into the generator’s latent space

2) Regularize generator with Pivotal Tuning and LPIPS loss to synthesize real images
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Robustness (3/3) - Reverse Pivotal Tuning

White-box 1) Invert real images into the generator’s latent space

2) Regularize generator with Pivotal Tuning and LPIPS loss to synthesize real images

GeneratorLatent code z LPIPS… Invert

Adversary’s Data44



Robustness
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Robustness
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Summary of Results
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White-boxNo-box watermarking is not robust against a                    attacker

Watermarking can be robust against a                   attacker Black-box

PTW is applicable to other generator models (Latent Diffusion/Transformer-based)

PTW is scalable: (i) No training data, (ii) low compute, (iii) post-hoc application 

Model-dependent key generation, optimize discoverability and adds obfuscation



Limitations
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(IP Protection) We do not evaluate model extraction attacks

(From Scratch) We do not evaluate from-scratch trained image generators

(Non-cooperative Providers) Watermarking requires watermarking from all providers  
(we did not evaluate collision attacks)



Check out the Paper for more Information

Evaluation on other datasets

Runtime Analysis

Detailed Algorithmic descriptions 
for all methods

Robustness with more attacks51



PTW: Pivotal Tuning Watermarking for
Pre-Trained Image Generators

GitHub - Source Code

Source code: https://github.com/dnn-security/gan-watermark   

Full Paper

Nils Lukas Florian Kerschbaum

https://github.com/dnn-security/gan-watermark
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