
Emerging Topics in  
Machine Learning

Build with AI 2025 - Abu Dhabi 
Google Developer Group 

May 16th, 2025



Emerging Topics Machine Learning - Nils Lukas

Talk Overview

2

Learn about MBZUAI Our Academic Research (Some) Emerging Topics
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Mohamed bin Zayed University of Artificial Intelligence
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Located in Masdar City Campus incl. student accommodation 
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Mohamed bin Zayed University of Artificial Intelligence
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https://mbzuai.ac.ae 

Two new programs 
(08/2025) Master in Applied Artificial Intelligence Program

Bachelor of Science in Artificial Intelligence
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Seven research departments

[Video by Prof Hao Li and Dr. Ivan Laptev] 

https://mbzuai.ac.ae
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Why Machine Learning & What We Do
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Machine Learning Faculty
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Pillar 1: Industrial AI
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Pillar 2: Causal AI
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Example: Understanding Personality with Questionnaires
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Pillar 3: Machine Learning for Large Models
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Emerging Topics Overview
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Robust and Scalable Content Watermarking Privacy-preserving Inference

<Documents>

<Instructions>

LMM

Strategic Machine Learning
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Risks of GenAI Today: Authenticity
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• Generating high-quality content is easy and cheap

• Can lead to an erosion of trust in digital media

• Threat actors: 
A. Highly capable entities (e.g., targeted disinformation) 
B. Restricted capabilities (e.g., ‘everyday users’)

Millions of users, some may ‘misuse’ GenAI

24/10/2024 23/09/2024

Examples: Training Data Contamination, Combating Misinformation, 
Data Signature and Attribution, Fraud Detection
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Detecting GenAI Content
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Post-hoc DetectionRetrieval-based Watermarking

Dataset

LMM

User

API Access

- High storage & retrieval costs 
- No open source 
- No user privacy

Cons

DNN

LMM

Real Data

24/07/2023

- Unreliable 
- Low accuracy

Cons

LMM

User

API Access

Secret Key Embed

LMM

Detect

- Key must be kept secret 
- Generation process must be modified

Cons

06/02/2025 11/12/2024

23/10/2024
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Watermarking
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AI Governance Vision
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Why here?  

University is a trust broker. Initiative towards  
AI Governance and responsible deployment.
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A Simple Example: Distribution Shifting
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Step 1.) Draw a pseudo-random number  fτ(x0, . . . , x3)
Step 2.) Partition vocabulary into green and red list 

Step 3.) Bias tokens in the green list 

Step 4.) Softmax and sample

Step 5.) Repeat

I saw a cat in the 

LMM House Street Bar … <END>

5.1
2.4

1.9
-5.1

Next-token prediction logit

-2.0

-2.0
+2.0

+2.0

street

Verify 
Given a text , count green tokens 

and conduct a statistical test
x

Watermark Generate

[1] A Watermark for Large Language Models, Kirchenbauer et al., 2023
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Optimizing Adaptive Attackers
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Attacker can access pre-trained models Knows watermarking algorithm
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Summary of Results
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But: Including our methods can make  
watermarking schemes somewhat robust

We show that even attackers with limited capabilities  
succeed at evading detection (<10 USD budget)

Our attacks break Deepmind’s SynthID
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Remark: NeurIPS Competition 2024
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77 teams, 2 tracks, total of 7,000 USD prize money 
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Privacy-Preserving Inference
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Private Document

PII Removal

Privatized

Attacker cannot infer input from output

*PII = Personally Identifiable Information
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Privacy-Preserving Inference
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Private Document

Paraphrase without 
Leakage

Privatized

Can an attacker still infer the input?

Public Model

LLM

Inference

Yes! Can we build a better mechanism that provably bounds leakage?
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Privacy-Preserving Inference
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Privatized Document

Paraphrase without 
Leakage

Privatized

Public Model

LLM

Inference

Private Document

Paraphrase without 
Leakage Public Model

LLM
Inference

“Mollification”

Sampling

Provably bounds leakage of “private tokens”

Mollification trick applicable to ML security as well 
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Strategic Machine Learning
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https://docs.sotopia.world/ 

[2] Sotopia: Interactive Evaluation for Social Intelligence in Language Agents, Zhou et al., 2023

 Model A

LLM

 Model B

LLM
negotiation

User

https://docs.sotopia.world/
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Strategic Machine Learning

26[2] Sotopia: Interactive Evaluation for Social Intelligence in Language Agents, Zhou et al., 2023

How do we elicit a user’s intent? 

How can one personalize recommendations?

Affective and emotionally aware conversations with the user. 

Model “user’s” incentives to maximize own incentive. 
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Thank you! Questions?

Emerging Topics in Machine Learning

Nils Lukas 
MBZUAI

Abdulrahman Diaa 
Airbus & UWaterloo

Toluwani Aremu 
MBZUAI

Rushil Thareja 
MBZUAI
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Appendix
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Optimization for Language Models
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Surrogate 
Model

LLM

Hθ

Paraphrase 
Model

LLM

Pθ

q r r′￼

  
(Seed, Message, Query)

γ, m′￼, q1.)

KEYGEN2.)

EMBED3.)
LLM

Sample inputs 

Generate key 

Embed watermark
Repeat c times

QUALITY

VERIFY
Reward1

Reward2

…

RewardC

𝒟
Preference 

Dataset

DPO
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Optimization
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Paraphrase Generate’

Surrogate 
Model

LLM

Hθ

Paraphrase 
Model

LLM

Pθ
  

(Seed, Message, Query)
γ, m′￼, q1.)

KEYGEN2.)

EMBED3.)
LLM

q r r′￼

QUALITY

VERIFY

Reward

Update
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Optimization Challenges
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Paraphrase Generate’

Surrogate 
Model

LLM

Hθ

Paraphrase 
Model

LLM

Pθ
  

(Seed, Message, Query)
γ, m′￼, q1.)

KEYGEN2.)

EMBED3.)
LLM

q r r′￼

QUALITY

VERIFY

Reward

Update

B.) Model Uncertainty

A.) Data Uncertainty 

C.) Limited Resources 
& Approximation
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Modality-independent Attack
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(but optimization may be more challenging)

What pre-trained models are accessible?

What parameter-free attacks are accessible?

Image: Adversarial Pixels, Compression etc.

Language: Word substitution, Sentence shuffle

Protein Modeling: ??

Image: VAEs, Diffusion Models, etc. 

Language: open-source LMs, translation etc.

How costly is optimization for an attacker?

What is the best that a defender can hope for?
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Impact on Quality
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Distortion-freeness

Undetectability

[2] SoK: Watermarking for AI-Generated Content, Zhao et al., 2025

“Distinguisher  cannot determine if a response comes from a watermarked or non-watermarked model”D

“Distinguisher  cannot distinguish watermarked and non-watermarked distributions”D
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Defining Security Properties
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Robustness

Unforgeable

[2] SoK: Watermarking for AI-Generated Content, Zhao et al., 2025

“Adversary cannot evade watermark detection while preserving high-quality.”

“Adversary cannot embed a watermark into their own content.”

What channels must the provider consider?
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Threat Model
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Watermarked 
Model

LLM

Model Provider Adversary

Secret 
Key

Message

KEYGEN(..)

EMBED(..)

VERIFY(..) 

Seed, Parameter

Model, Key, Message

Image, Key, Message

Algorithm Inputs No-box: No access to the target model

Offline: No access to VERIFY

API Access

VERIFY

GENERATE

Adaptive: Knows watermarking scheme (but 
not the inputs used by the provider)

Private: No access to the secret key

Surrogate Model: Can access models trained for the 
Same task as the target model (but less capable) 

Computationally bounded: Cannot train own LLM
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Full Samples
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Additional Graphs
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Instantiating Adaptive Attacks
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Less than 1 million parameters Around 80 million parameters
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1.) KeyGen  2.) Iteratively Optimize Attack Parameters 

Surrogate 

θ𝒜

ℰ 𝒟

 3.) KeyGen

Secret 

 4.) Embed  5.) Generate

Generation

Embedded 

Attack Preparation

Verify Loss

Quality Loss

 

6.) Evasion with Optimized Parameters

Verification

 

7.) Extract Message

 

8.) Compute p-value

θ𝒜

ℰ𝒟

∇θ𝒜

Evasion
Extract from Extracted 

“A teddy bear 

Generator

Leveraging Optimization for Adaptive Attacks

39

N. Lukas, A. Diaa, L. Fenaux and F. Kerschbaum. “Leveraging Optimization for Adaptive Attacks on Image Watermarks”. ICLR’24.
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Ablation Study - Adversarial Noising
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Ablation Study - Adversarial Compression
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Pareto Optimality of Adaptive Attacks
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Adaptive attacks perform best, even at small model sizes
Non-adaptive, model-based attacks still perform well
Non-adaptive, parameter-free attacks are insufficient
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Discussion
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Effectiveness of Adaptive Attacks

Small models can evade detection from large models (Llama2-7b vs Llama3-70b)

Attacks remain effective even in the non-adaptive setting

Attackers could fine-tune much larger models (>400b) 

Our attackers require at most 7 GPU hours to instantiate the attack (<10$ USD)

We focus on black-box offline attackers. Online or white-box attackers are more capable

Limitations
Surrogate similarity assumption might not hold for closed source models

Algorithms for many deployed watermarking methods have not been released 

We do not consider tasks such as code generation, or highly specialized tasks

Takeaway #1

Current watermarking methods are not sufficiently randomized

Takeaway #3

Few surrogate models available; Adaptively robust watermark?

Takeaway #2

Test robustness in adaptive and non-adaptive settings. 


