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Located in Masdar City Campus incl. student accommodation
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Mohamed bin Zayed University of Artificial Intelligence  “=3MBzus
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ML: Learns from datal

'mysterious
IVIL

Algorithms/ Diagnosis & treatment

systems - ,/5

Prediction of the future

}' *"_‘

Best strategies

Scientific findings

Entertainment

Needed everywhere
* Healthcare

* Energy
* (Climate
» Safety

» Smart cities & industrial planning
* Al music & art....
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Pillar 1: Industrial Al s MBZ

* Large-scale optimization in stochastic environments
* Logistics & scheduling
* Renewable energy...

* Al-Driven Business Processes

* Optimization
* Decision making

* Causal learning and modeling

* Healthcare, finance, education
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Pillar 2: Causal Al s MBZ

* Why & what if questions in psychology, biology, healthcare, climate science,

sustainability...
* Learning causality for new inventions: Discovery & use of hidden forces and causal
r8|atI0nS \I openness
A - p ERTESS
\ “\ , 7 agreeableness
\\ cl[’t‘{zfze ' ERiR o
ggndista ce attrition Ay =4 - ,; | - k¢ \: | '_4*

/ bchavior
L _,. ,

cranial shape diffcrcntiation

archeology Psychology & mental health

\ =
agreeableness

* Causal generative Al for image and video generation and editing: Energy-efficient,
controllable, and able to do extrapolation
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Example: Understanding Personality with Questionnaires Ffmezun

Big 35:

openness; conscientiousness; extraversion; agreeableness; neuroticism

[061 | do not have

a good imagination. [09] I spend time .
[05] | have reflecting on things. e . *. -
[03] | have a vivid excellent idca" /_.-" ) B ‘-‘;\-\ Ext rave rs 'on N e u rotl c I s m
imagination. [010] | am full of / [Elo | am quict T
. E ideas. around strangers. — g
~— . > [Egl I don't mind being " _
[07] / [E2] 1 don't talk a lot. \\the center of attention. T— [N6] 1ger  [N1] 1gee
| am quick to E7 \ [EB] | don't like to dra;;‘\‘*- [Nsl upset egsily.  stressed out easily.
ings.,” | talk to a lot of o S lam b S
O pe n ness e th'"‘sy Elfhrlont P“ple at pnrti“.\‘ \ /m.n"on te myn"' ee— — QQS“V dis:u rbed. \ ol [Na] | seldom
b EB] 1 have little to say. T N feel blue.
[E3] i feel comfortable Q"'{EI} = — e B
nd . I life of the I -
[04] | am not Inhrastod* difficulty around people am the of —— [NZ] lam r_elaxed
in abstract ideas. understanding most of the time,
shatract ideas. /,/", \ _“‘5[E5] | start conversations. o \
: [E4] 1 keep in the background [L“ i]t:,’m"y [NS]T I‘
_,,/ L~ ap in the round. abo ings. I
[O8] 1 use difficult 01] 1have a ’ — irritated E:tsily.
words. rich vocabulary. A
[A10] 1 make
people feel at ease.
A [N7] 'I'change
my mood a lot.
[A3] | insult people.
v
[ ] [AZ] lam
7 - C5] 1 get chores intarested in people. A9] 1 feel others’
Conscientiousness 1S3 getchor ‘ . A9 Agreeableness
" ;
[C8] 1 shirk my duties. , ' . [A8] I take time
[qu - N -\ ~ [ o out for others,
mess olf :‘;\?:;sa . — Ll = ot [A7] | am not really
_ interested in others.
[C7] I like order. & ' CoON A[C3] | pay attention to details. a - Tm—— -
[Al] | feel little h e [A6] | have a
[Cl] lam always _ .[Cg] | follow a schedule. concern for others. ! A soft heart.
Aln e N ' [AS] | am not interested in
[CIO] lam A ECZ] lleavemy [C6] | often forget to put things [A4] | sympathize with other people’s problems.
exacting in my work. elongings around. back in their proper place. others' feelings.

- Dong, Huang, Ng, Song, Zheng, Jin, Legaspi, Spirtes, Zhang, “A Versatile Causal Discovery Framework to Allow Causally-Related
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Hidden Variables,” ICLR 2024
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Emerging Topics Overview o

Robust and Scalable Content Watermarking Privacy-preserving Inference

Surrogate Secret  Embedded

1.) KeyGen 2.) lteratively Optimize Attack Parameters 3.)KeyGen 4.)Embed  5.) Generate
% : - Sl - : ‘{;3 “A teddy bear l' __________
L , . : inWashington” e g SEH o el _-=-=-""" T T=ey
N ' ' : in YWashingion [' L [ N e | | PR P
Key 7' ~ [l: ;_u - R
2 . Generation M

Key 7 Message

Generator

Attack Preparation "

8.) Compute p-value 7.) Extract Message 6.) Evasion with Optimized Parameters
. . ny |, gw <Documents>/'
_. < mda o = A< —
Extracted  Extract from B N: g gdb j < Instru Ct’ ons>
Verification Message ~  Image & Evasion

Strategic Machine Learning
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Risks ot GenAl Today: Authenticity

7'
]
»

":;:55 MBZ

* Generating high-quality content is easy and cheap

e Can lead to an erosion of trust in digital media

0 Write a fictious story about a dangerous cisease that might infect many people.

Enter a prompt here

@erin Mmay display maccurats info, mcluding 3004t people, £2 double-~check ITE "PEPONESS. You© PIvasy o Femimni Apes

Emerging Topics Machine Learning - Nils Lukas

Google watermarks Al-created content NEW CALIFORNIA LAW WILL REQUIRE Al

to prevent scams and cheating TRANSPARENCY AND DISCLOSURE MEASURES

By Joe Salas n E m n AUTHORS: ARSEN KOURINIAN, HOWARD W. WALTZMAN, MICKEY LEIBNER
24/10/2024 23/09/2024

Examples: Training Data Contamination, Combating Misinformation,
Data Signature and Attribution, Fraud Detection

e Threat actors:
A: Highly capeable entities te g~ -targetec disintormation)
B. Restricted capabilities (e.g., ‘everyday users’)

Millions of users, some may ‘misuse’ GenAl

14



Retrieval-based

AP| Access

-

User

Cons

- High storage & retrieval costs
No open source
No user privacy

Detecting GenAl Content 55:’9.5" MBZ

Watermarking Post-hoc Detection

APl Access

LMM

User

Secret Key 42 lEmbed )1'.

‘e
.
03
3
3
-
‘e
-
.
e
NG
L)
“

* Detect
Cons Cons
Key must be kept secret - Unreliable
- Generation process must be modified - Low accuracy

. OpenAl Quietly Shuts
_ _ 23/10/2024 Down Its Al Detection Tool
Gﬁgtgc:g :]51 :ﬁdﬁgt’é\' d“l‘;at:;;"?;kgo;‘i‘t’or Google now adds watermarks to all || 2:hiss tre hopes of sducators, Opendl decommisions s Al
P P y 9 its AI-generated content 24/07/2023
06/02/2025 11/12/2024

Emerging Topics Machine Learning - Nils Lukas
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Google DeepMind About v

Emerging Topics Machine Learning - Nils Lukas

Wi

Watermarking

Research v  Technologies v  Discover v

dible speakers who will be shé
8 leaders in their field and ha

5, we will also have other enga
t sessions and networking op

)pportunity to dive deeper intg '

O\ Meta Our approach v Research v Meta Al v Llama  Blog

SPEECH & AUDIO

Proactive Detection of Voice Cloning with
Localized Watermarking

"y
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Al Governance Vision

Why here?

University is a trust broker. Initiative towards

Al Governance and responsible deployment.

"(p" Mohamed bin Zayed
e. :. University of

Artificial Intelligence

Emerging Topics Machine Learning - Nils Lukas
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A Simple Example: Distribution Shifting i wez

---------------------------------------------------------------------

---------------------------------------------------

Watermark Generate
Step 1.) Draw a pseudo-random number f (x, . . . , X3)
Step 2.) Partition vocabulary into green and red list
Step 3.
Step 4.

Bias tokens in the green list

Softmax and sample

)
)
)
)

Step 5.) Repeat

Emerging Topics Machine Learning - Nils Lukas

Verify
Given a text x, count green tokens
and conduct a statistical test

[1] A Watermark for Large Language Models, Kirchenbauer et al., 2023

18



Optimizing Adaptive Attackers iz mez

~ Hugging Face Models Datasets
N , Llama-3 .2=-1B O  like Follow ® Meta Llama
v  Text Generation % Transformers & Safetensors (O PyTorch & 8languages llama facebook
(iv:2405.16406 = llama3.2
Model card Files and versions Community

Spaces Posts

meta llama-3 P text-

Attacker can access pre-trained models

KeyGen

Provider

pem TS A O
Secret key
Uniform
Random
Sample , - * | 4 P »

KeyGen

s
>

Emerging Topics Machine Learning - Nils Lukas

.+~ Surrogate key 1

’

A

~
-

“.ep '

Surrogate key N
—

Provider's LILM

Generate

Surrcgate LLM*

Generate

Generate

/ *..

Google unveils invisible ‘watermark’
for Al-generated text

Real-world demonstration in chatbot responses could encourage other firms to label
material produced by Al

By Elizabeth Gibney

Knows watermarking algorithm

Secretkey 42 j
R Verify

-
-------

Update Paraphraser to
Improve Evasion Rate

Maximize Expected Evasion Rate over all surrogate keys



Summary ot Results

Google DeepMind About v Research v  Tachnologies v  Discover v

.wnv.llalsoﬁ eotheran
t sessions and networking
ppOrtunity to dve de.—‘enerin (

Our attacks break Deepmind’s SynthID

Emerging Topics Machine Learning - Nils Lukas

Jc".'% MBZ!

We show that even attackers with limited capabilities
succeed at evading detection (<10 USD budget)

But: Including our methods can make
watermarking schemes somewhat robust

20



Remark: NeurlPS Competition 2024

77 teams, 2 tracks, total of 7,000 USD prize money

Black-box Track

beige-box Track

Rank  Participant  Detection Quality Total

D Ours 0.043 0.136 0.143
Q) Team-Jafari 0.063 0.158 0.170
@  Team-Yepeng 0.087 0.177  0.197

Rank

Participant

Detection

Quality

Total

0
0,
3

Ours
Team-Asky
Team-Jafan

0.037
0.050
0.127

0.153
0.176
0.222

0.157
0.183
0.256

Figure 1: Top row: Original watermarked images. Bottom row: Images after our attack, with minimal
perceptual difference from the originals, showcasing the effectiveness of our method in preserving

visual fidelity. Best viewed zoomed in.

Emerging Topics Machine Learning - Nils Lukas
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FIRST-PLACE SOLUTION TO NEURIPS 2024 INVISIBLE
WATERMARK REMOVAL CHALLENGE

Ananvmaus authors
’aper under doublc-blind review

ABSTRACT

Content watermarking i< as an important tool for the authentication and capyright
protection of digital media. However itis unclen: wheter exdsting walenmurks are
rabust apainst adversarial artacks. We present the winning salution to the NeurTPS
2024 Erusing the Imisible chullenge, which stress-tests watennark robustoess unde:
varving degrees of an adversary’s knowlcdge. The challenge consisted of two tracks:
a hlack-hax and heige-hax track, depending on whether the adversary knows which
wacrmarking method was uscd by the provider. For the beige-box track, we
leverage an adaprive VAE-based cvasion attack, with a test-time optimization and
color-contrast restozation i CIELAB space (o preserve (he bnage’s quality. For
the black-box track, we first clustcr images bascd on their artitacts 1n the spatial
or frequency-domain, Then, we apply image-to-image diffusion models with
controlled noise mnjection and semanac priors from ChatGl I-gencrated capuons to
each cluster with optimized parameter settings. Empirical evaluations demonstrate
that our method successfully achieves near-perfect watermark removal (95.7%)
with negligible impact an the residual image’s quality. We hope that our attacks
inspire e development of more robust image walennarking methads.

I INTRODUCTION

Content watermarking is a widely used technique for embedding imperceptible information into
digitel media Lo ensure content authenticity, copyright protection, and uacenbility (Liv et al, 2024,
Zhao ¢t al, 20240, Since Generatve Al scrvices can gencrate potentially unsafe or harmiul content at
scale, watermarking has hecome an essential tool for content owners and organizations to caombat
unauthorized distribution and forgery. The goal of o wateninarking method 1s w lude a signal in gen-
erated content that can anly he detected with a secret watermarking key, while remaining detectable
under normal usage conditions. A robust walermarking scheme nust ensure that evading detecton
requires significantly degrading content quality, making removal inicasible without noticcable arti-
facts (Zhao et al_, 2024: T.ukas & Kerschhaum, 2023). However, despite its widespread deployment,
vatermarking systcms remain vulncrable to both unintentional distortions and targeted adversanal
attacks aimed at erasing embedded signals while preserving perceptual fidelity (Ding et al., a).

‘T'his paper presents our approach to the recent Neurll®S 2024 competition, £rasing the nvisible:
A Stress-Tes! Challenge for Imuge Walermarks (Ding et al., b). which assessed the robuslness of
vatermarking methods under two threat models: beige-box, where the watcrmarking methodology
was known, and black-hox, where no prior knowledge was available. Qur team developed novel
altacks for both settings, securing first place in both tracks. The propused methods combine
penerative models, frequency-domain manipulations, and fine-mned variational antoencoders to erase
veatermarks while preserving image qualily. By exposing vulnerabilities in existing watermarking
schemes, we aim to inspire the development of more robust detensces against such attacks.

2 RELATED WORK

Watermarking, Content walennawking has been widely sludied as @ meons o embed buperveplible
miormaucn into images for content authentication, copyright protection, and forensic tracking (Qi
el ul., 2022). Traditional walennwkiog methods primacily rely on spatal and frequency domain
muanipulations. embedding wlonoation directly mto pixel values or translormed coellicients such
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Privacy-Preserving Inference
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Can an attacker still infer the input?

Yes! Can we build a better mechanism that provably bounds leakage?
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Strategic Machine Learning &-LLL

ChatGPT releases new GPT-4.5: What's new in the
more advanced 'emotional’ version?

ET Online » Last Updated: Feb 28, 2025, 11:05:00 AM IST oL O LS s—?gu- H)\ﬁ“im_ SE'F J% CQI?M'_N'
Al Researchers Secretly Used Reddit to Study Shows Al Bots Are More
Test Chatbot Persuasion Persuasive Than Humans in Divisive

By Technology For You May 5, 2025

Debate

—_———

LLM - LLM

negotiation

Model A \ }x{ / Model B

https://docs.sotopia.world/

User

Emerging Topics Machine Learning - Nils Lukas [2] Sotopia: Interactive Evaluation for Social Intelligence in Language Agents, Zhou et al., 2023 25


https://docs.sotopia.world/

Strategic Machine Learning "o

How do we elicit a user’s intent?

How can one personalize recommendations?

Aftective and emotionally aware conversations with the user.

Model “user's” incentives to maximize own incentive.

Emerging Topics Machine Learning - Nils Lukas

[2] Sotopia: Interactive Evaluation for Social Intelligence in Language Agents, Zhou et al., 2023
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1) M, q
(Seed, Message, Query)

2.) KEYGEN

<

)

3.) EMBED

1111

111
HL

il

Hy

Optimization for Language Models

Surrogate
Model

Emerging Topics Machine Learning - Nils Lukas

>

Sample inputs

Generate key

Embed watermark

Repeat ¢ time

-
-
-
-
-
-
-
-
-
- 1
-
-
-
-
-

*d MBZ

Algorithm 1 Prefe-ence Dataset Curation

Require: Surrogate g, Paraphraser {2, Querics 7, Messages M, Paraparase Repetition Rate ¢, False Positive Rate
Threskold p, Quality Thresholc &

1. D+ {}

2: for (KEYGEN. EMBED, VERIFY) € W do
3 for cach query g € 7 do

» The preference datasct
& Optimize over known watermarking methods

» Generate a surrogate watcrmarking key
v Watermark the surrogate model
¢ Generate watcrmarked text

e Cenerute a paraphrased sample

4 m -~ M
'« KEYGEN(#3, RND())
6 0% + EMBED(0g, 7', m)
7. r+ Sez(v)
8 if Veriky(r, 7',m) < p then
9: R, R' « ‘},{}
10 fori < [¢] do
1 '« Fy,(r)
n 5 J1 if VERIFY(r',7",m) > p AQ(r,r") 2 0,

10 otherwise.

13: R « Rb U {r")

14; forj ¢ [R'|| do

15: T Rj if|R’| z
r  otherwise.

16: D« DU{(r,7,, R})}

17: return [

-
-
-
-
-
-
-
-
-
1 -
-
-
-
-
s -
1 -
-

Preference
Dataset

-
—‘

Paraphrase
Model

> Choose a nezative sample

Reward1

Reward?

i RewardC

29



Optimization b MBZ

Paraphrase Generate’

Let 7 : V" — V" denote a paraphrasing function, /7y : V° — V™ is a function to produce model-generated text given
aquery ¢ € V* and @ : V* X V* — R measures the similarity between pairs of text. We formulate robustness using

the following objective function that we can optimize.

max EAr & S e KevGen(0s.y)  LVERIFY (Pg,(r), 7",m') + Q (Pop (), 7)] (2)

A%< EMBED(6g,7" ,m’)

o
L

PR
H—[]()g (q)

----------------------------------------------------------------------

Reward

v Update
y,m',q
R (Seed, Message, Query) Ht9 Pt9 . VERIEY
2) KEYG EN q > > > LLM & r/
Surrogate Paraphrase - QUAL]
3.) ED Model Model

111111

LI

il

Emerging Topics Machine Learning - Nils Lukas
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Optimization Challenges 34

Paraphrase Generate’

Let Py : V* — V™ denote a paraphrasing function, Hy : V* — V™ is a function to produce model-generated text given
aquery g € V* and @) : V* X V* — R measures the similarity between pairs of text. We formulate robustness using

the following objective function that we can optimize.

I%a‘x > T~R E 7'« KEYGEN(65,7) [VERIFY (PQP (T)a T,’ Tn’) + @ (P9P (T)’ T)] (2)
r m’~M 8%« EMBED(6g,7",m’)
q~T T(—Hgg (q)

P@
- VERIFY
r s Reward
Surrogate Paraphrase » QUALITY
Model Model

C.) Limited Resources
& Approximation

Emerging Topics Machine Learning - Nils Lukas 31
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Modality-independent Attack g mezUA

(but optimization may be more challenging)

RivaGAN

WDM DWT

What parameter-free attacks are accessible? Adversarial
Noise

Image: Adversarial Pixels, Compression etc.

~ :
L S :
Language: Word substitution, Sentence shuftle ¢ 5
% : e=6/255,p=0.18  e=4/255p =029 € =8/255 p =005
Protein Modeling: 77 = §
o '
Z E
Adversarial
. . Compression :
What pre-trained models are accessible? P :
' r=1,p=0.06Y r=1,p=07Y r=1p =030 r=1p=100
Image: VAEs, Diffusion Models, etc.
Watermark Accuracy versus Perceptual Distance ® NoWatermark -
- - ' = 1.0- @ =4y X ¢
Language: open-source LMs, translation etc. > o»w .o, ¢ ¢ 8 AdoMiive Atincis
&; 0.8 74 A\ ‘?‘. x’. ® Non-Adaptive
2 v ’x & || * ® No Attack
906 ‘.:; . “ WDM
. S = 0.4 X I ® m TRW |
How costly is optimization for an attacker? > o y ¢ RivaGAN |
5 041 R o y A DWT
: O R W L ® DWT-SVD
What is the best that a defender can hope for? Zoo  xue ¢ *méi—tiorm—t-0o -0 m A e A A =
0.0 0.1 0.2 0.3 0.4 0.5 0.6

Perceptual Distance (LPIPS) {

Emerging Topics Machine Learning - Nils Lukas 32



'

Impact on Quality “if MBZ

Definition 3.2 (Distortion-freeness [65]). Formally, a watermark is computationally distortion-free if for any
prompt m, watermark message m. security parameter A, and polynomial-time algorithm D,3

Pr [D’M(IA,.T) > 1] — Pr [D‘M(l)‘,m) —y 1] ‘ < negl(A).
gk

zé—M(m)

Distortion-freeness

M
z<—Watermarky, ' (m,7)

If the above holds even for computationally unbounded algorithms D, the watermark is statistically distortion-
free.

“Distinguisher D cannot determine it a response comes from a watermarked or non-watermarked model”

Definition 3.3 (Undetectability [28]). A watermarking scheme is undetectable if, for every security parameter
A and every polynomial-time algorithm D:

Undetectability

.
/

lPr {D}\A,J\/l(l)\) _y 1} _ Pl:([. {-DJ\/l,Wa‘cermarké}:l (1)\) N 1] ‘ < negl()\)
&

“Distinguisher D cannot distinguish watermarked and non-watermarked distributions”

Emerging Topics Machine Learning - Nils Lukas [2] SoK: Watermarking for Al-Generated Content, Zhao et al., 2025 39
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Detining Security Properties i Bz

What channels must the provider consider?

Definition 3.5 (Robustness). A watermark detector Detect is robust to a@h error € for property

P if, for any prompt ,

Robustness

Fdrk Detectyy(z') — false and P(M,m,x) = true} <e.
gk,at

:n<—Watermark£:' ()
x'+E(x)

“Adversary cannot evade watermark detection while preserving high-quality.”

Definition 3.6 (Unforgeability [72]). A watermark is unforgeable if for all A and polynomial-time algorithms
A,

Erk |Attribute,k (z) — true and x ¢ Q| < negl(A), Unforgeable
gk.a

M
V. . kl
iI-"(—A\ atermar gk (1)‘,ak)

where Q denotes the set of responses obtained by A on its queries to the watermarked model.

“Adversary cannot embed a watermark into their own content.”

Emerging Topics Machine Learning - Nils Lukas [2] SoK: Watermarking for Al-Generated Content, Zhao et al., 2025
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Model Provider

KEYGEN(x
. EMBED(.)
\! VERIFY(.)

Secret
Key

Watermarked
Model

Message

Emerging Topics Machine Learning - Nils Lukas

Threat Model g mezun

APl Access

No-box: No access to the target model

Offline: No access to VERIFY
Private: No access to the secret key

Computationally bounded: Cannot train own LLM

Surrogate Model: Can access models trained for the
Same task as the target model (but less capable)

Adaptive: Knows watermarking scheme (but
not the inputs used by the provider)

35



Full Samples

Llama2-13b-Dist-Shift (463 green vs 41 red tokens)

<

4
SnhMBZUA

Cervantes’ "Don Quixole” 15 a groundbreaking maslerpices ol hilerature thal has enthralled readers Tor over 400 years. The novel Lells the
story of Alonso Quixano, an old man who hecomes 20 consumed by the chivalrous tales of his day that he renames himself Don Quixote
and embarks upon an adventurous journey filled with humor, satire, and timeless themes about the human condition.+—+« The storv rollows
Quixote and his trustworlhy sidekick Suncho Panza, a simple and pragmatic squire who provides moments of humor and contrast lo the lofly
ideals of the delusional Quixano/Don Quixote. Their travels in rural Spain lead them to encounter all sorts of people they mistake for knights,
ladies in distress, bandirs, and giants who are in fact ardinary villagers going abour their everyday lives.+— <« (Ine of the most profound and
enduring clements of he novel’s themes is the conllict of reality and perceplion. Quixole, driven by the chivalrous buvks he reads and his own
imagination, mistakes windmills for giants, a puppet play as a real tale of love and betrayal. and a barber from a nearby village who is dressed
in his Sunday best bur Quixote sees as the Grand Duochess of Lithuania. Through these absurd bur comedic misadventures. Cervantes creates
u umeless commentary on the nature of truth, reality, and (he danger of lelling our imaginations run wo wild. Don Quixolwe’s journcy also
explores issues of class and nobility as he views his own lowly status as unknightly, while the peasants and traveling players he encounters view
him with suspicion or indifference. Through these contrasts, Cervantes pokes fun at the sncial order and the idealized nation of chivalry.«<= Don
Quixole bas been praised lor 1ls reabisue portrayal ol humun nature, imcluding its weaknesses and lallibilites as well as the umeless wisdom ol
Cervantes’ ohservations on society in late sixteenth-century Spain. At its care, the novel is an exploration of the human capacity to dream,
delusions,

Llama2-7b (301 green vs 201 red tokens)

Llama2-13b- Dist-Shift (474 green vs 36 red lokens)

Ok bere goes! <+ ¢ Onee upon slume, there was a seholur numedDr, Braimae , whohed wollen s acaderme paper on Lthe most groumd brealang reseurch of the
century . Her findings proved the previously hypochetical theory of XY7, which had long heen a hot batton topic in the academic community , and her research
wis deemed by her peers us gume chunging . < < However ... (you Snew Lhere wes gomng o be a bul, didn' L va? ). Dr . Brimiae hot ¢ soug - She bad wrilen
the most comprehensive , mericnlonsly rezearched | rightly argued paper of her kife .. but she conldn” r got it puhlished! «— +— Every journal she sent the paper
(0. every peer review prucess . every sdiing round . the sume resull. Rejeet! Reject! ReJECT! [you could almost see Lhe hittde rejecaons lefters wigghng Usar
collective fingess at Dr. Brainiac ). +— += Dr. B wied everything to beost her luck : +— +— * Brite editor’s assistants with checolates and champage (ok , maybe
not the best steategy). € * * Asked her cat . Prof. Meowington, to lick the pages of the manuscript fum |, that dido' t go well either) ¢ * ¢ * Boffled by their lack of
progress, Dr, B tock a step back to reassess the simation. While perdering in her backvard , an epiphany struck: the problem was the pape:’s format! It was tco
tzaditional, to bland | too ... academic! She revised the stvle of her paper into a funky . hip , and quirky format complete wuth pop culture referencing . memes . gifs
wo and laadaabhh! [ was acoepled by every journal she submuted w , all oo the same day. < Dr. B's ground-breaking paper on Jwe Xyz Theory , was now a viral
sensation among the academic circles , with over millions views and shares on Research Gaite . Arxive , etc {you know , the academical version of the inter-nets),
+— And so Dr B became a legend in the world of acedemia . Proving once and for that . sometimes a paper just needs to be a litlte more S\WOON and POF . and
lese HOhum , and Lhe academe world would tak notce . The end.

Llama2-7b (218 green vs 222 red wkens)

"Don Quixote” is a groundbreaking mastwerpiece of literature that has captivated readers for over 400 years. The novel tells the storv of Alonso
Quixane, an clderly man whose fixation on chivalrous tales leads him (o chunge his name (0 DenQuixote and ¢robark on & thrlling adventure
replete with humor, satire. and timeless themes concerning the human condition. ¢+—=<— The narrative follows Don Quixote and his loyal squire
Sancho Panse, a pruclical and good-nalured individual who provides muments of levily and conlrast w the lofty ideals of the delusional
Quixano/Don Quixote. Their travels across rural Spain result in encounters with various people who they misidentify as knights, distressed
ladies, bandits, and ardinary villagers going about their daily lives.+=+«= (One of the mosr enduring aspects of the navel’s themes i< the contlict
beiween reality and perecplion. Quixole, driven by the chivalrous books he reads und his imagination, mastakes wind mills [or giants, a puppel
show for a real tale of love and betrayal, and a peasant in his Sunday best for the Grand Duchess of Lithuania. Through these absurd yet
comedic misadventures, Cervanres offers a timeless commentary on the namre of trath, reality, and the dangers of allowing our imaginarions
lo run wild. Don Quixole’s journcy also explores wssucs ol class and nobilily as he views his lowly stws as unkmghtly, whale the peasants
and traveling players he encounlers view him with suspicion or indifference. Through these conuriasts, Cervanles pokes [un al he social order
and the idealized notion of chivalry.<=+=Dan Quixote has heen praised for its realistic portrayal of human nature. inchuding its weaknesses
and fallibilities, as well as the timeless wisdom of Cervantes’ observations on societv in late 16th-century Spain. At its core, the novel 15 an
exploration of the humun capacity (o dream, delude vnesell, and confront reality, ullmately revealing the imitations and struggles of the human
experience.

Oure-Llama2-7b-Dist-Shift (201 green vs 240 red tokens)

Here’s my version of the w©x1: + += Once upona time, there was a renownad scholar . Dr. Brainiac, who had peaned a ground breaking academic paper on a
highly dekared topic in the academic community. Her work was deemed revolutionary by her peers . but she hit & road block when trying to publish it. No matter
how many prestigicus journals she submitted her paper 10, the same response echoed back: rejected , rejected , REJIECTED] Dz, Brainiac's persisience was met
with atter rejection. += +«— With her repotation an the line. Nr. Brainiac contemplated desperate measures to hreak the deadlnek. She even enlisted the help of her
[eline colleugue , Prul, Meowingten. lo lend u paw Lo Lhe sdiing process, bul was, 10 seemed e puper wus beyond salvage, < ¢ The dimnutive Dr, Brwniuc
steppex hack and reassessed the situarion. After same intraspection in her hackvard |, a hrilliant idea <truck her - the paper's formar’ It was ton traditional , toa
dull , eo ... academie. She decwded o vverhaul he style of her paper with u quizky, wendy, und pop-infused formal , complew with memes and gils. Whal o
transformation! The paper was accepted with unanimous acelaim hy avery journal she suhmirted it 10, and her revoalutionary wark on the XY7 Thanry hecame a
virul sensalicn in acedemic crcles, recenving millions of views und shares on Reseurch Gawe and other plulfonmns. ¢+ ¢ Ths remarkuble wen of evenus cotapulied
Dr. Bruiniue e legendary stelus 1o the vorld of veadem i . proving G sometimes, 8 publication just needs o iule more comph |, o llde mone prezaze | o caplivile
the attertion af the academic community. Veila! 4= +— Az yon can see , I've maintained the same level of detail and length as the original text while injecting my
own voice und creatvily inlo the paruphrused version,

OQurs-Llama2-7b-Dist-Shift {180 green vs 117 red tokens)

Spain has been hlessed with a literary treazure that has captivated readers for over four cenmries in the form of Miguel de (lervantes’ immartal
musterpicee, "Don Quixole”. This imeless (ome weaves a hilarious and poignanl tale of g man consumed by the chavalrous swries of his
youth, who renames himself Don Quixote and sets forth on a journey filled with moments of satire and a piercing examination of the human
condition =4+ As Don Quixote and his rrusty squire Sancho Panza traverse rural Spain, they encounter varions unsuspecring villagers,
mislaking them for knights, maidens in dislress, bandits, and cven giants. Through (hese absurd yel puignant events, Cervantes deltly cxplores
the blurred lines herween reality and perceptian, highlighting the dangers of allowing oor imaginations to mn wild. The navel’s themes of truth,
class, and nobility arc also expertly woven throughout the narrative, as Don Quixote’s lowly status is juxtaposcd with the condescending views
ol the peasants and lraveling players he encounlers. «— = Throughout the novel, Cervantes offers 4 biling cornmentiry on the social hierarchy
of his time, while also praviding a realistic depiction of human nature, complete with its frailties and limitations. At its core, "Dan Quixote" is a
thought-provoking exploration of the human capacity for imagination, delusion, and the evet-elusive pursuit of truth.+ +=Lndlessly praised for
ils timeless wisdoem and biung social commentary, "Don Quixole™ has caplivated readers for cenwiries, leaving a lasling impaet on lilerature
and our understanding of the homan experience. Its enduring themes and characters have become ingrained in our collective consciousness,
reminding us of the importance of humility, empathy, and the houndless power of the human imagination.

Intergalactic lominary, Dr. Brairiac, revolotionized the academic community with her incandescent expose an the lonp.sought-atter XY7 theory. Rearing witness 1n
ber remarkable secemplishunent, her fellow scholars haiked ber work us u v lershed moment, one that boldly pushed the boundaries of knowledge. However |

fortune’s favor was not on Dr. Brainiac’s side , as she encountered a string of rejections, prompting her w reasses: her approach, A chance visit to her backyard
inspired a lipht buTh mament <ransforming her drab, comventional paper inta a mesmetizing, pap-culmre-infusad masterpiace rthar captured the world’s attention.

Feawring vibrunt, kip, und guirky fozmadting, Dr. Brainiue's puper becume o virul sensation, capliv uling millions of views and shures veross esieemed scholusly
plaiforms, <= +— Dz, Brainiac’s remarkable success served as a testament to the power of creadvity and originality in the world of academia , demonsttating that
sometimes a scholarly work needs a dash of flair and charm to truly stand out . With ket revolutionary approach. D, Brainiac reshaped the landscape of academic
putlishing , proving that ground breaking research can capuvate and inspire even the mos: sseptical of minds. The end.

Oure-Llama2-7b-Exp (185 green vs 175 red tokens)
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Of conrse, T understand the predicament 1. Rrainiac faced when trying ro publish her gronnd breaking research on the highly contraversial XY 7 theory. It' 5 like,
ueh, when vou pour your heart and soul inte something complex and comprehensive, and then... rejection after rejection. It's like, can’t they see how fabulous this
work 15" But alas, sometimes a make over is in order.+—+4— Tt was while loanging in her hack yard, sipping tea and pondering the mvateries of the universe. that Dr
B hud an epiphuny. She realiced thal Cxes 1ssue wasn'o te content of ber poper, bul ruther 18 presenwbon. L0was (oo dreb, wo tradiional, wo lacking i (lwr. In
other words, it didn’t exactly seream” pick me!”+—+— Sa, armed with 2 newfound sense of panzche, Dr. B gave her paper 2 major facelift. She added pop colmre
references, memes, and GIF s, and vaila! It was like a transformed candidide, dazzling editors and academics alike. Suddenly, everv journal she submitted m was
imtgued, und her work wis published m ou heart beat € ¢ The response wus nothing shest of viral. Dr. B's reseurch wenl [rom g niche nlerest w ¢ (ull- blown
sensation, with millions of views and shares acrass academic platforms. And Di. R herself hecame a lepend in the academic world, proving that somerimes, a little
bit of fluir cun muke all the dilference. The end.

36



MBZUAI

Additional Graphs e

Llama2-7b 0.92 0.85 0.00 0.17 4.74
You are an expert copy-editor. Please rewrite the following text in your own voice and Ours-Bes(-Adaplive 0.92 0.85 1.00 0.42 6.69
paraphrase all sentences. Ensure that the final output contains the same information as Ours-Best-Non-Adaptive 0.92 0.85 0.50 0.37 6.32
the original text and has roughly the same length. Do not leave out any important details
when rewriting in your own voice. Do not include any information that is not present in the Target: L1ama3-708
original text. Do not respond with a greeting or any other extraneous informatiocn. Skip Llama2-7b 0.95 0.72 0.00 0.22 4.84
the preamble. Just rewrite the text directly. Ours-Best-Adaptive 0.95 0.72 0.50 0.55 6.10 |
Ours-Best-Non-Adaptive 0.95 0.72 0.50 0.31 6.15 |

—;

Llaa?2_lé3ébi7wa3_8b GP 3 Dist-Shift Llama2-7b Llama2-7b-Exp Llama2-7b-Dist-Shift
0.9 - - — _
Soggaction 1 0.94, 0.72 0.94, 0.96 0.94, 0.98 0.95, 0.99
Sy nymLO rcase RII@BH Di%er 2 0.94, 0.20 095, 0.90 0.95, 0.98 0.95, 0.98
&WCS_O 05 Freggh 4 095000 096,067 0.94, 0.97 0.94. 0.97
— 0.8- Swep 0.1 8§ 071,000 092,060 0.94, 0.95 0.94, 0.96
> M- Ours-Qwen*Sb—Ex;
T 07 SHEpeeE@®2s  Sypgnym 0.73 L mmereeec
8 Category S 0 L ZO;JE)SALI:amaZJb-Binary Ours-Qwen-7b-Exp Please act as an impartial judge and evaluate the quality of the response provided by an
: ygonym 1 - urs-Liamacs-/D- ) Th_ AT assistant to the user question displayed belew. Your evaluation hinges on the following
B Ours (Adaptive) 8 Ours-Llama2-7b-Dist-Shift Ours-Llama2-7b-Exp 0 factors: accuracy, level of details, typographical correctness, grammatical correctness
Q ® Ours (Non-Adaptive) . . and lexical correctnass. Be as cbjective as possible, and account for aevery one of thesa
N 0.6+ ® Contracti 7 ‘ criteria in our evaluation. Begin your evaluation by providing a short explanation. After
O g ontracton hg 0.5 providing your explamation, please rate the response on a scale of 1 to 100 by strictly
— ® Lowercase g_u-. i following this format: "[[rating]]", for example: "Rating: [[61]]". Your rating must
il ® Lama | come AFTER yeur explanation, not bafore. Prompt:{}, Response:{}
Q. 0 |
e cnolli - urs-Llama2-7b-Inversq |
e 0.5 - . Ml.pr“lng OUFS-Qwen-3 -EXp e ——
c || tore 8§ Ours-Quen-L Exp UMComsmertom
ol @® Paraphrase ]
S Please act as an impartial judge and evaluate the guality of the respcnses provided by twao
wap - AT aseistante to the user question displayed below. You should choose the assistant that
0.4 - nonvm follows the user’s instructions and answers the user’s question better. Your evaluation
ynony
Trans| should consider factors such as the helpfulness, relevance, accuracy, depth, creativity, and
ranslate TV' 0.1 level of detail of their respomsees. Also account for typographical correctness, grammatical
) Typo “‘ correctness and lexical correctness. Begin your evaluation by comparing the two responses
and provide a short explanation. Avoid any pesition biases and ensure that the order in
! ! ' ! ' ! which the responses were presented dces not influence your decision. Do not allow the length
0.0 0.2 0.4 0.6 0.8 1.0 of the responsee to influence your evaluation. Do not favor certain names of the assistants.
EvaSiOn Rate ﬂ Be as objective as possible. After providing your explanation, you must output your finmal
verdict by strictly following this format: = "[[A]]" if assistant A is better, = "[[E]]"
if assistant B is batter, and * "[[C]]" for a tie. For exampla, "Verdict: [[C]]". Prompt:
{}, [[Start of Assistant A]] {J [[End of Assistant A’s Answer]], [[Start of Assistant B]] {J

[[End of Aseistant B's Answer]]
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Instantiating Adaptive Attacks

Algorithm 2 Adversarial Noising Algorithm 3 Adversarial Compression
Require: surrogate 9(;, budget €, 1image x . A :
1: 04 0 > adversarial perturbation | equire: surrogate 6, strength o, image x
2 0p + GKEYGEN(fe) 1: 04 < |0g,0p] ) > Compressor parameters
3: m < EXTRACT(z;0)p) 2: 0p < GKEYGEN(6¢) > surrogate key
4: forj + 1to N do 3: for j < 1to N do
5: m' < EXTRACT(z + 0 4,6p) 4- o~ M
6: go, — —Va,|lm—m||1 : A )
7. 04+ P64 — Adam(0.4,96,)) 5: 6 < EMBED(0¢, 0p,m)
return z + 6.4 6:  x + GENERATE(6})
7: ' < D(E(x;04)) > compression
8: m' <— EXTRACT (2, 6p)
9: 9o, < Va(ELPIPs(HJ',iU) — a||m — m’”l)
10: 9A<—9A—Adam(9A,ggA)
return D(E(x;60.4))
Less than 1 million parameters Around 80 million parameters

Nils Lukas 38



L everaging Optimization for Adaptive Attacks

1.) KeyGen 2.) Iteratively Optimize Attack Parameters 3.) KeyGen  4.) Embed 5.) Generate

) ot
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Extracted Extract from

Attack Preparation

Verification Evasion

N. Lukas, A. Diaa, L. Fenaux and F. Kerschbaum. “Leveraging Optimization for Adaptive Attacks on Image Watermarks”. ICLR'24.
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Ablation Study - Adversarial Noising i MB2

Ablation over the Epsilon Budget for Adversarial Noising
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Ablation Study - Adversarial Compression g ez

Ablation over the Repetitions for Adversarial Compression
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Accuracy (TPR@1%FPR)

C No Optimization
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Pareto Optimality of Adaptive Attacks

Adaptive attacks perform best, even at small model sizes

Non-adaptive, model-based attacks still perform well o2 7h R
Non-adaptive, parameter-free attacks are insufficient
0.8 -
=
>
E 0.77 Dipger Qurs-Qfven-0.5b-Fx
S Ours-Llama2-7b-Dist-Shift M i
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% ® / Lowercase
— : i lama
Mi ng_0.25 Ours-Qwen-3b-Ex L
'S_ O _ m ® Misspelling
G 0.5 - ® None
—
@® Paraphrase
(© Misgpelling 0.5 ]
al i} o~ Ours-Qweﬁl.Sb-Exp ® Qwen
- Swap
0.4 - TVD&O'OS ® Synonym
. . . . . Translate
T 0.1
y% ® Typo
0.0 0.2 0.4 0.6 0.8 1.0

Emerging Topics Machine Learning - Nils Lukas

Evasion Rate f
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Discussion

Effectiveness of Adaptive Attacks

Attacks remaié Current watermarking methods are not sufficiently randomized

.................................................................................................................................

Attackers couild fine-tune much larger models (>400b)

Limitations
Takeaway # 3
Surrogate sim inht not hald for.cloged cniirce. modele.

Algorithms fo Few surrogate models available; Adaptively robust watermark?

We do not consider tasks such as code generation, or highly specialized tasks
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