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Growing Capabilities of AI Systems

[1] Measuring AI Ability to Complete Long Tasks, Kwa et al., 2025
Speaker: Dr. Nils Lukas, 

Asst. Prof., MBZUAI
The Role of Watermarking 

for ML Security



Growing Capabilities of AI Systems

Claude Computer Use Boston Dynamics Robot

[2] https://www.youtube.com/watch?v=ODaHJzOyVCQ&t=1s              [3] https://www.youtube.com/watch?v=I44_zbEwz_w 
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AI Safety vs Security

[4] AI Safety vs. AI Security: Demystifying the Distinction and Boundaries, Lin et al. , 2025

Unintentional
Harm

Intentional 
Harm
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Spotlight: Three AI Security Problems

Privilige EscalationMisinformation
Sensitive Information 

Disclosure

Observation: Prevention is hard! 

(1) Attacker must succeed only once and 
(2) the task cannot easily be formalized

Detection > Prevention 

We want to train the AI to learn from previous exploits.
BUT: Detection is also difficult.. 
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OWASP - Top 10 Security Threats

[5] https://genai.owasp.org/llm-top-10/ 
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Problem 1: GenAI Misinformation

• Generating high-quality content is easy and cheap

• Can lead to an erosion of trust in digital media

24/10/2024 23/09/2024

Examples: Training Data Contamination, Combating Misinformation,
Data Signature and Attribution, Fraud Detection

Hundreds of millions of users, some may ‘misuse’ GenAI

Threat actors:
Highly capable entities (e.g., targeted disinformation)
Restricted capabilities (e.g., ‘everyday users’)
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Problem 2: Data Leakage

e.g., Desktop files, 
Emails, Patient database

Even mundane tasks can be complex

[6] Defeating Prompt Injections by Design, Debenedetti et al., 2025
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Data Leakage can be difficult to spot
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Data Leakage can be difficult to spot
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Problem 3: Jailbreak Attacks

[7] https://www.injectprompt.com/p/qwen-3-jailbreak-superintelligence-exoneration

Harmful payload

(As of Q4 2025) Latest Flagship Model: >1 Trillion Parameters
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Problem 3: Jailbreaking Qwen3-Max
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Watermarking Overview 

LMM

User

API Access

Secret Key

LMM

DETECT
- Key must be kept secret

- Generation process must be modified

Cons

11/12/2024

23/10/2024

KEYGEN

WATERMARK
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Detecting Security Violations

(Data Leakage)
Apply watermark in 

sensitive data 

(Jailbreak)
Apply watermark

on harmful behavior

(Misinformation)
Watermark 

Generated Content
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Once detected, we can intervene (e.g., stop interaction, increase compute, update model, block user)



THANK YOU!
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